NudopmanuonHas naMATKA /151 00y4AIOIIMXCS 1JI51 pa3MelleHus Ha
o(puIUAJIbHBIX HHTEPHET-pPecypcax

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
MKOJbHUKKM OJHH M3 CaMbIX AKTHBHBIX MOJIb30BaTENCH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO}KHOCTCﬁ, HHTCPHCT HCCCT U HpO6JIeMI>I.
OTta namsaTKa JOJIDKHA ITIOMOYb TeOe Oe30macHo HaxXxoOUTBCA B CCTHU.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBUIAHOCTb KOMIIBIOTEPHBIX MPOrPaAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTD K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT HOBPEIUTh WM MOJHOCTHIO YHUUTOKUTH
Bce (haiiyibl ¥ JaHHbIE, TOJKOHTPOJIBHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OIIEpaIOHHYI0O CUCTEMY CO BceMH (haiimamu B 1esoM. B OOJIBIIMHCTBE CilydaeB
PacIpoCTPaHAIOTCS BUPYCHI UEPE3 HHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. Mcnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. llocrossHHO ycraHaBiaMBail mnayTu (IUQPPOBBIE 3aIJIATKH, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpamMMbl) U ApPyrue
OOHOBJICHHSI CBOE€H omnepanMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummanbHoro  caitra paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATU4YECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTail Ha cBOEM KOMIBIOTEpPE MOJ NpaBaMU IMOJb30BaTeNd, a HE
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonp3yldi aHTUBHPYCHBIE IPOTPAMMHBIE TIPOIYKTBI  HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonp3yil BHEUTHUE HOCUTENU WH(OpMAIIMU, TaKWe Kak (Quielika, JTHUCK
uu (aitsl U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He OTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUcal TBOW 3HAKOMbIN. Jlydle yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI



Wi-Fi - 310 He BuJ nepesaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OPEH]I,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", urto o6o3Havyasio cioBocouertanue "Wireless Fidelity", koTopsrii
MepeBOUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joliia apyras abopeBuaTrypa, KOTopasi sSBIsIeTCS TaKou
Ke TexHomormei. Ito abbpeBmarypa "Wi-Fi". Takoe Ha3zBaHme OBLIO MaHO C
HAMEKOM Ha CTaHJAapT BhICIICH 3BykoBoW TexHuKH Hi-Fi, yTto B mepeBoxe
O3HAYaeT "BBICOKAsi TOYHOCTH".

Jla, OecraTHBIA MHTEPHET-IOCTYI B Kade, OTENISIX M adpoIopTax sBIISETCS
OTJIMYHON BO3MOXHOCTBIO BBIXO/Ja B WHTepHET. HO MHOTHE SKCIEepThl CUMTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBstoTCS 6€301acHBIMHU.

CogeTsbl 110 0€30MacCHOCTH PA0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBOIO JHUHYIO HH(pOpPMAIHIO Yepe3 obieaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeIbHO HE BBOJAUTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Ucnonb3yil © OOHOBIISI aHTUBUPYCHBIE MpPOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimtoun gyukiuto "O06mmii noctyn K daiinam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJI30BATENIM AKTUBUPYIOT €€ JJIs Y00CTBA UCIIOIL30BaHus B padoTe uiu yueoe;

4. He wucnonn3yét nyOonuunsii WI-FI is mepenauum JUYHBIX JaHHBIX,
HanpuMmep U1l BBIX0JA B COLIMAJIbHBIE CETU WJIM B JJIEKTPOHHYIO ITOYTY;

5. WUcnonp3yit Toabko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOunpHOM Tenedone orkmoun (yHkiuio "lloakmouenne k Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTHMYE€CKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CouunajbHble CeTH

CornuanbHbIe CETH aKTUBHO BXOJIST B HAIITy KU3HB, MHOTHE JTIFOJN padOTAIOT U
JKUBYT TaM TOCTOsIHHO, a B Facebook yke 3aperucTpupoBaH MILIHAPA YETOBEK,
YTO SIBJIIACTCSI OJHOM CeIbMOM BCeX KUTEIEH IUIaHeThl. MHOTHME IOJIb30BATESIIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETAX, MOXKET
ObITh HalJieHA W HCIOJIb30BaHA KEM YIOJIHO, B TOM YHCJIe HE 00s3aTelbHO ¢
OJIaruMu HaMEPEHUSIMU.



OCHOBHBIE COBETHI IO 0E30IMMACHOCTH B COILIMAIBHBIX CETAX:

1. Orpannyb cnucok Apy3ei. Y Te0si B APY3bsiX HE JOJKHO OBITH CIy4alHBIX
Y HE3HAKOMBIX JIIO/ICH;

2. 3amuiiai cBO 4acTHYIO *KU3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
ATy TBOETO POXACHUS W APYTYIO JUYHYIO HHPOPMANHUIO. 3JI0YyMBINIICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOpMAIMI0 O TOM, KaK Thl U TBOU POJUTEIU
IJIAaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3amuinaii CBO pemnyTaIuio - AEPKH €€ B YUCTOTE U 3a7aBail cebe BOIpocC:
xoTenl OBl ThI, YTOOBI APYTHE IMOJB30BATEIN BHUJACIH, YTO ThI 3arpykaeib?
[Togymaii, mpexie 4UeM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu TBI TOBOpPHUIIB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peasibHOE UMS U JPYTYIO JUYHYI0 MH(QOpPMAIMK: UMS, MECTO KUTEJIbCTBA, MECTO
y4eObl U pOYee;

5. U30Gerait pasmenienust Gororpaduii B UHTepHeTe, riae Thl M300paXkeH Ha
MECTHOCTH, IT0 KOTOPO# MOKHO OTIPECITUTH TBOE MECTOTIOJIOKCHHE;

6. Ilpu peructpaiuu B COIMATBLHONH CETU HEOOXOJMMO HCIOJIb30BAThH

CJIOKHBIC I'IapOJII/I, COCTOAIINE U3 6y1(B nu HH(i)p U C KOJIMYCCTBOM 3HAKOB HC MCHCC
8;

/. Jlug couMambHOM CeTH, MOYThl U JAPYrUX CalTOB HEOOXOAMMO
UCIIONIb30BaTh pa3Hble maposu. Toraa ecinu Te0s B3JIOMAIOT, TO 3JI0YMBIIITICHHUKA
MOJTy4YaT JAOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbIE IEHbI'H

DONEeKTPOHHBIE JEHBI'M - 3TO OYEeHb YIOOHBIH CHOCOO TUIATEeXKEW, OJIHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JCHBIHU.

QHGKTPOHHI)IG JACHBI'M IIOABHJIMCH COBCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (hYHKIIMOHUPYIOT M O HUX YK€ MPOTHCAHO B 3aKOHE, T UX
pa3IensaoT Ha HeCKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHHMHBIC. Pa3HuIa B TOM,
YTO QHOHUMHBIE - 3TO T€, B KOTOPHIX pa3peliacTcs IMPOBOAUTHL Omeparuu 0e3
UISHTH(PUKAIIMY [T0JIH30BaTENsA, a B HCAHOHUMHBIX MJSHTH(PUKAIUS TOJIb30BaTEIIs
SIBJISIETCS 0053aTEIHHOM.

Takxxe crnenyer pas3nuyaTh OdJIEKTPOHHbIE (UATHBIE JE€HbIH  (PaBHbI
rOCyJapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(UaTHbIE ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIFOTaM).



OcHOBHBIE COBETHI 10 O€30MacHO paboTe ¢ ANEKTPOHHBIMU JICHbraMU:

1. ITpuBsixku K cyeTy MOOUIBHBIN TenedoH. ITO caMblil YTOOHBINA U OBICTPBIN
crioco® BOCCTAaHOBHUTH JOCTYN K cdery. llpuBsi3aHHBIA TeneoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnone3yil onmHOopa3oBble maponu. llocnme mepexona Ha yCUIIEHHYIO
aBTopu3aluio Tebe yke He OyleT yrpokaTb OMAacHOCTbh KpaKM WIIU TepexBaTa
IJIATEXKHOTO MAPOJIs;

3. Beibepu cioxHblit maposs. IIpecTymHukam Oy[eT He MPOCTO Yraaath
CIIOKHBIN Tapouib. HaexHble mapoin - 3TO Mapoiik, KOTOPBIE COIEPKAT HE MEHEe
8 3HAKOB ¥ BKJIIOYAIOT B C€0S CTPOYHBIC U MPOMHCHBIC OYKBBI, IUPPHI H
HECKOJIbKO CUMBOJIOB, TaKHME Kak 3HAK J0oJuiapa, GyHTa, BOCKIMIATEIbHBIN 3HAK U
t.11. Hanmpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIC JaHHBIC HA CaliTaX, KOTOPBHIM HE JOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTUSI U MPENOCTABISEMBIE €0 YCIYTH IO
MEePEChUIKE U MOJYYCHHUIO 3JICKTPOHHBIX COOOIIEHUH, KOTOPBIE paclpeestoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM MOYTOBBIA SIIIUK  BBITJSIUT
CJICAYIOIIMM 00pa30oM: UMsI_MOJIb30BaTENA(@WUM_JTIoMeHa. Takke KpoMe repeaadu
MPOCTOTO TEKCTAa, UMEETCS BO3MOXKHOCTh NIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI IT0 O€30IMaCHOM pabOTe C AIEKTPOHHOM MOUTOM:

1. Hago BwIOpaTh NpaBUJIBHBIM TIOYTOBBIM cepBuUC. B uHTEpHETE e€CTh
OTPOMHBIN BBIOOP OECIIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ IOBEPSAThH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBaii B TUYHOM MoyTe JIUuHYIO0 nHPopMaiuo. Hanmpumep, mydiie
BBIOpATh "My3bIKaIbHBIN (panat@" unu "pok2013" BmecTo "Temal3";

3. Hcnonb3yld ABYXATAHYK aBTOPHU3ALMIO. DTO KOTJa IMOMHMO MapoJisd
HY>KHO BBOJUTB KOJI, TpUChUIaEMBbIN 10 SMS;

4. BeiObepu CIIOXKHBIN Mapob. [ KakI0ro Mo4YToOBOTO SIITUKA TOJKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecimu ectb BO3MOXKHOCTH HAmMCaTh CaMOMYy CBOWM JIMYHBIM BOIIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBbIil [y YacTHOMU



NEPENUCKU C apecaTaMu, KOTOPbIM Thl JOBEpSACIIb. DTO 3JIEKTPOHHBINA aJapec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHU Ha opyMax U calTax;

7. He oTkpwiBaii (ailsibl U Apyrue BIOKEHHUS B MUCHbMaX, JaXKe €CId OHH
NPUIUIM OT TBOUX Jpy3el. Jlyule yToOuHM y HHMX, OTIPABISUIM JM OHU TeOE ATH
Gaitnbr;

8. Ilocne oxoH4aHWs pabOTHI Ha TIOYTOBOM CEPBUCE TMEpe]] 3aKPhITHEM
BKJIQJIKU C CAaUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

Kn0epOyaimHr uiam BUPTyaJbHOE U3/1€BATEJIHLCTBO

KubepOymmar - npeciieIoBaHue COOOIIIECHHUSAMU, coaep KaluMHU
OCKOpPOJICHUS, arpeccuio, 3aIyTrUBaHuUE; XYJIUTAHCTBO; COIIMAJIBHOE
OOMKOTHUPOBAHKE C IOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITMHIOM:

1. He 6pocaiics B 60it. JIyummuii crmoco0: MOCOBETOBAThCS KakK ce0s BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIOKOUTHCS. Eciu Thl
HaYyHEIIb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOpPOJIEHHS, TO TOJIBKO eIlie OoJiblie
pa30AOKeIIb KOH(IIHKT;

2. Yupapisi cBoell kubeppemnmyTauuei;

3. AHOHUMHOCTh B CE€TH MHHMas. CYH_IGCTBYIOT CITOCOOBI BBISICHUTDL, KTO
CTOWT 3da AHOHMMHBIM aKKaYHTOM;

4. He crouT BecTH XyJnWTraHCKUW o0Opa3 BHUpPTyaJlbHOW >XU3HU. HHTEpHeT
buKCUpyeT BCe TBOM JEHUCTBHUS W COXPAaHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobnroail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupy#ét enuHW4HBIM HeratuB. OJHOpa30BbIE OCKOPOUTEIHHBIC
COOOIICHHST JIy4lle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIICHUSIMU, B
COIIMAJIBHBIX CETAX €CTh BO3MOYKHOCTH OJIOKHPOBKH OTIPABKHA COOOIICHHHA C
OTIpE/ICTICHHBIX aJIPECOB;

8. Ecnu Th1 cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNHUTH MPOTUB
npeciieloBaTeNs, MOKa3aTb €My, YTO €ro JACMCTBUS OLICHUBAKOTCS HETaTHBHO,
HoJIIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKass IMOMOIIb, COOOIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.



MooOuiabHbIi TesaedoH

CoBpemeHnHble cMapTHOHBI U TUIAHIIETHI COJiepKaT B ce0e BIIOJHE B3POCIbII
GyHKIIMOHAT, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMU
KoMmmbioTepamMu. OTHAKO, CPEICTB 3aIUThI IS MOJJOOHBIX YCTPONCTB MOKa OYEHb
Masio. TecTupoBaHHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJAUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TIPHUIIOKCHHM.

CoBpeMeHHbIe MOOUIIBHBIE Opay3ephl YK€ MPAKTHIEeCKH JTOTHAIA HACTOIHHBIC
aHaJOrM, OJHAKO pacuupeHue (yHKIMOHAJIa BIJIEYET 3a €000 OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIUIIEHHOCTD.

I[aJ'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'ICHI/I51, 3daKPbIBAIOIIUC
KPUTHUYICCKUC YA3BUMOCTHU IAJISI CBOUX yCTpOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIIBHOTO TesnedoHa:

Hudero He sBisieTcss mo-HacTosieMy OecruiaTHeIM. Byabs ocTtopokeH, Bedb
Korja tebe mpenararoT OecrjaaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KakHe-
TO IUIATHBIE YCIIYTH;

Hywmaii, npexae yem oTnpaBuTb SMS, ¢poTto uinm Buaeo. Thl TOUHO 3HAEIIb,
r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(OHa;
Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyaii mpuiaoXeHHs OT HEHW3BECTHOIO HMCTOYHHKA, BEAb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE IMTPOTPAMMHOE 00CCTICUCHNE;

[Tocne Toro xak Thl BBIAJEIIL C CalTa, TJe BBOAMWI JIMUHYIO WH(MOpMAIHUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

[Teproaudeckn TpoBepsiii, KaKKe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMeEpE;

JlaBaii cBOil HOMEp MOOWJIBHOTO TeiedoHa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIb U KOMY JIOBEPSEIIIb;

Bluetooth gomkeH OBITH BBIKIIOUEH, KOrJa Thl UM HE mMoJib3yemibcs. He
3a0bIBail KHOT 1A POBEPATH ITO.

Online urpsi



CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPacOYHbIE, 3aXBaThIBAIOIIUE
pa3BiieueHus, OOBEIUHSIONIME COTHHM ThICSY YEJOBEK MO Bcemy mupy. Mrpoku
UCCJENYIOT JTaHHBIA UM MHp, OOIIAIOTCS JPYT C JPYrOM, BBIMOJHSIOT 3a7aHus,
CpakaloTCsl ¢ MOHCTPAMHM U IIOJYYarT OMBIT. 3a YJOBOJIBCTBUE OHM ILIATT:
MOKYMNAalOT JUCK, OTNIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIMH.

Bce atu cpeacTsa uayT Ha noaaep:KaHUE U pa3BUTHUE UIPHI, 4 TAKKE HA CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIUH, BBIITYCKAIOTCS HOBBIE
nat4yu (uQpoBbIe 3aIIaTKU TSl POTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nomo0HbIX Urpax CTOMT onacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpU3AIUU OOJIBIITMHCTBA
urp.

OCHOBHBIC COBETHI IT0 0€30ITACHOCTH TBOETO HUI'PpOBOI0 aKKayHTa:

1. Ecnu npyroit urpok BeaeT ceOsl III0XO0 WM CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. HOX(aJIYﬁCH AIMHUHHUCTPATOPAM HUI'PbI HA INIOXOC IIOBCACHUC 3TOI'O UI'POKA,
JKCJIATCIIbHO IMMPHUIIOKUTb KaKUC-TO J0KA3aTCJIbCTBA B BUJIC CKPHUHOB,

3. He yxa3biBail InuHyo nH(GOpMaIHIO B Ipodaiine Uurpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHble TATYU U MOJBI,

6. Mcrionb3yii CII0’KHBIE U PA3HBIE MTAPOJIH;

7. axe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [1oka Tl urpaems,
TBOM KOMIBIOTEP MOTYT 3apa3UTh.

OUIIHHT WA Kpaika JINYHbIX JaHHBIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIUBHIIIb, HO
C Ppa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA [EPEMECTUIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" JIEJIOM.

Tak mnosiBUIach HOBasi yrpo3a: WHTEPHET-MOLIEHHUYECTBA WM (DUIIMHT,
rJlaBHas 1EeJdb KOTOPOrO COCTOMT B TMOJYYEHUH KOH(PUACHIMAIbHBIX JaHHBIX
MOJIb30BaTENEeH - JTOrMHOB U maposieid. Ha anrnmiickom si3bike phishing yurtaercs
kak ¢umuHr (0T fishing - peiOHas moBs, password - maposb).

OcHOBHBIE COBETHI TIO 00PHOE € (PUITUHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Ecim Thl momo3peBaelib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXoAMMO  3a0JOKUpOBAaTh €€ W COOOIIUTh
aJIMUHHCTpATOpaM pecypca 00 3TOM Kak MOYKHO CKOpEe;

2. HCHOHLBY?I Oe30macHbIe Be6-CaﬁTBI, B TOM YHUCJIC, HHTCPHCT-MAlra3uHOB U
ITIOMCKOBBIX CUCTECM,

3. Ucnonp3yit crmokHbIe W pa3Hble Mapoiu. TakuMm oOpaszoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJYy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npouIto B CETH, a HE KO BCEM;

4. Ecimu T1ebOs B3JIOMalld, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T00ABJICHBI y T€OS B IPY3bSAX, O TOM, UYTO T€OS B3JIOMAIA H,
BO3MOYKHO, OT TBOETO HMEHH OYJIET PacChlIaThCS CIIaM M CChUIKHA Ha (DPUIITMHTOBHIE
CaMThI;

5. YcranoBu HaaexHbid napoib (PIN) Ha MOOMIBHBIN TENE(OH;
6. OTKJII0YM COXpaHEHHUE MapoJIsl B Opay3epe;

7. He oTkpeiBail Qailnbl U Apyrue BIOKEHHS B NMUCbMax, JaXe €CIU OHU
OPULUIM OT TBOMX Jpy3el. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOE ITH
Gbaib.

u¢posasi penyrauus

[udposas penyranus - 3T0 HEraTUBHAs WM MO3UTUBHAS HH(DOpMALUs B CETU
o tebe. Komnpomerupytomass uHdopMmaius, pa3MelieHHass B UHTEPHETE, MOMKET
CEpbE3HBIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penyTtanus" - 3T0 TBOW UMUK, KOTOPBI (popmupyerca u3 nndopmanuu o tede B
UHTEpHETE.

TBOE MeCTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKAalMM JIMYHOM
uH(popmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TaaaThcsi 0 ToM, 4yTo doTorpadus, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
MPUYMHON OTKAa3a MPUHATH T€OS HA paloTy.

KommenTapuu, pasmenienre tTBoux ¢ororpaduii u Apyrue IeHCTBUS MOTYT
HE MCYE3HYTh XK€ IIOCJE TOr0o, KaK Thl MX YJaluIlb. [bl HE 3HACIIb, KTO
cCOXpaHWw1 A3Ty HWHPOpPMAlLMIO, TMonajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWIACh JIM OHA, a TJABHOE: YTO MOAYMAalOT O TeOe OKpY)KalolUe JIOJIH,
KOTOpbIE€ HAUAYT U YBUAAT 3T0. HaliTh MHOpMaLMIO MHOTO JIET CITYCTS CMOYKET
100011 - Kak U3 100pbIX MOOYKIECHUI, TaK U C HAMEPEHUEM MPUUYUHUTH Bpea. ITO



MOET OBITh KTO YTOJTHO.
OCHOBHBIE COBETHI T10 3aIIUTE ITUPPOBOH peITyTaINH:

1. [Toxymaii, mpeskae 4eM 4To-TO MyOJHUKOBATh M MepeaaBaTh y ce0s B Oiore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mpoduias yCTaHOBM OTPAaHUYEHHS HA MPOCMOTP TBOETO
npoduIs U €ro COJECPKUMOTro, cliesiaid ero TOJIbKO "1yIs Apy3eit"”;

3. He pasMemaii u He yka3piBaili WHPOPMAIIHIO, KOTOpas MOXKET KOTro-JIubo
OCKOPOJISITh WJIH OOMXKATh.

ABTOpPCKOE IPaBo

COBpeMeHHBIC IMKOJBbHUKHN - AKTHUBHBIC IIOJB30BATCJIN IIH(l)pOBOI‘O
IIpOCTPaHCTBA. O,Z[HaKO JaJICKO HC BCC 3HAIOT, YTO IIOJIb30BaHHC MHOI'MMH
BO3MOXHOCTAIMH I_[I/I(i)pOBOI“O MHpa Tpe6yeT CO6J'IIOII€HI/IH IIpaB Ha
HHTCIJICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH "uHTeNIEKTyanbHass COOCTBEHHOCTb" OTHOCHUTCS K pa3iMYHbIM
TBOPEHUSIM YEJIOBEYECKOIO0 YMa, HAuyMHAas C HOBBIX HM300pETEHHU U 3HAKOB,
0003HavyarIKX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHYMBAasl KHUTaAMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HMHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTh Ha
MPOM3BEICHUSI HAYKHU, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIM/TBOPUECKUN TPYyJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBeIMBbIE BO3MOXXHOCTH 3apadoTaTh Ha
pe3yabTarax CBOEro TpyHa, MOJIYYWUTh W3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspenieHus aBTOpa HE  MOXKET  BOCHPOU3BOJAUTHL €r0  IMPOU3BEICHHUE,
pacrpoCTpaHsiTh, MyOJIMYHO JAEMOHCTPUPOBaTh, IMPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJHATH, MMOKA3bIBATH/UCIIONHATH B dUpe WU
pasMmewars B IHTEpHETE.

Hcnionp3oBanue "muparckoro” mporpaMMHOTO 0OECTICYEHHSI MOKET NMPUBECTU
K MHOTHM PHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTpPOMCTBA, TJie YCTAaHOBJIEHA HeJeradbHas mporpamma. He crouT Takke
3a0bIBaTh, YTO CYIIECTBYIOT JieTajdbHbIe W OECIJIaTHBIE MNPOrpaMMBbI, KOTOpPbHIC
MO>KHO HAUTH B CETH.

O nopraJse

CeTteBUYOK.p( - TBOU IIIaBHBIN COBETUUK B CETH. 371€Ch Thl MOXKEIIH Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYITHBIM SI36IKOM, & TIPH BO3HUKHOBEHHUH



KPUTHUYECKON CUTyallui OOpaTUTHCS 32 COBETOM. A Tak)K€ MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IPaskIaHUHOM !



